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major cause security breaches in organizations and pose an ongoing challenge. By analyzing the existing insider
threat data, it was identified that the biggest challenge in insider threat detection lies in data imbalance and the
limited number of labeled threat samples. In the Cert R4.2 dataset, which is a classic dataset for insider threat
detection, there are over 3.22 million log data, but only 7,423 are marked as malicious operation logs. Furthermore,
most of the operation types in the logs are not related to malicious behavior, and only two types of operations are
highly correlated with malicious behavior, such as leaking company data, creating interference in the detection
process. To address this challenge, a data processing framework was designed based on operational attention and
data augmentation. Anomaly evaluation was first performed on operations by the framework, and operations with
low anomaly scores were then masked. This makes the model better focus on operations related to malicious
behavior, which can be considered as a hard attention mechanism for operations. Next, the characteristics of the
insider threat dataset were analyzed, and three rules were designed for data augmentation on malicious samples to
increase the diversity of samples and alleviate the substantial imbalance between positive and negative samples.
Supervised insider threat detection was regarded as a time-series classification problem. Residual connections were
added to the LSTM-FCN model to achieve multi-granularity detection, and indicators such as precision rate and recall
rate were used to evaluate the model. The results indicate superior performance over existing baseline models.

Moreover, the data processing framework was implemented on various classic models, such as ITD-Bert and TextCNN,

and the results show that the methods effectively improve the performance of insider threat detection models.
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Figure 3 Three data augmentations for insider threat datasets
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Figure 5 CMU-CERT R4.2 dataset feature encoding scheme
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Table 1 Insider threat detection data processing
ablation experiment
i HEE K% FIE
LSTM-FCN #5 7! 84.23%  91.44%  87.68%
LSTM-FCN 5 1+ 4/ 18 51 86.20%  92.59%  89.28%
LSTM-FCN #2004+ {2 ) 94.58%  90.99%  92.75%
LSTM-FCN #i5+IR4 7 2 94.08%  92.71%  93.39%

TEASCE A SR, 35 5 BERE.
W 2 s, SSIVEAL TAESE 5 BT
A 3. 4 BB ZE RN TERE. f£55 3. 4 )2
GRS 5 BZEIMARZEERE G, BREZEMN
91.04%$TF 2 94.08%, F1 fHM 92.62%ETH %
93.39%, {EAGHIR M 94.25% F FEE 92.71%. 4
FTESS 3 EAEE 4 BRI ZEEHE 8IS,
IAEEE 3 2k 22 H Rl my, e 95.51%.
SEEGEE KRN, IMANFRZEE F1 EPSIIZEE R
A/MEREET, HEERT A RRG T35
SR BB . AR B EAT A LN E
H S R ke, T RS 2 B T P 3 B
R A TR A DB

%2 LSTM-FCN FREiEiEERstIE

Table 2 LSTM-FCN residual connection
ablation experiment

TR H el 2 TR Fl &
bR LSTM-FCN 91.04% 94.25% 92.62%
TRINEE 3 |20k % 95.51% 90.59% 92.98%
IR 4 |25k % 94.43% 91.90% 93.14%
WG 3. 4 Bik%E 94.08% 92.71% 93.39%

MRIETHEH A FPR A1 TPR 2248 F A R % s
AP TT AR ROC 2k, Wil 7 Fros. ROC i
LR RE W LE SR AN T I A7) St U T AL . 4
28 A8 LSTM-FCN {E A& 2R B () h 28,
o i 2 S A B P M R B R 3G 5 5 1) ROC
2k, H AUC=0.988 | RIFELF . K dh L UL
FHEE B ) ROC Bk, RIELF, X5FE 1
HH R R — 2.

S 25 SR, AR ST P S e R g i E
27T H AT BB AT ISR s Ak, AR
(A A B 7y mT DL T oAb 2 A A, R
B ST 1 RE IR FH o



T8 JE TR R B 3 5 1) N 50 B ) e 111 ¢

0.8

TPR

~o— BRI (AUC=0.970 5)

—— augment (AUC=0.977 9)

—< mask (AUC=0.985 2)

—a— mask+augment (AUC=0.988 1)|
0 0.02 0.04 0.06 0.08 0.10
FPR

7 ARRKHELE )T ROC Lk

Figure 7 ROC curves under different data processing methods
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